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Abstract: The model and framework of secure multi-party computational geometry were presented based on the existing
protocols. The new framework has three dimensions, the math model, the security model and the communication model.
Using the new model and framework, a secure two-party line segments intersection protocol based on Paillier homomor-
phic encryption scheme is proposed. This protocol solves the problem that the existing secure two party inter-
sect-determination schemes of line segments cannot output the exact coordinates of the intersection. The security of the
protocol is demonstrated using Goldreich method. The results show that this protocol has better efficiency than the exist-
ing ones. In addition, the secure two-party line segments intersection in malicious model is also designed. As an applica
tion, a privacy-preserving convex hull intersection protocol is proposed based on the O’ Rourke scheme. This application
makes up for the gap in privacy-preserving convex hull intersection protocol in the area of secure multi-party computa:
tional geometry.
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4.1
1 1
Alice Ary=ax+h (m < x
<n) Bob B:y=a,x+h, (m,< x
< n,) Alice Bob 2

STPP_IL (secure two party protocol for in
tersection of line)

3(a) 2 3(b)
2 2
3c) 2 3(d)
2 n,<m
3(e) 2
n<m, 3(f) 2
m< m,,m<n,
n < n, y=a,x+b
(m,< x< n)) 3(g) 2
m,< m,n, < n,
y=ax+b (m < x< n) 3(h) 2
m,<m,m < n,
n<n y=aXx+h
(m £ x< n,)) 3(i) 2
m<m,n<n



y=ax+h (m,< x< n,)) 2

A; Alice i
Bi Bob i
myom. oy om ey myom,ompon, ) .
. ; = & = S AilBi Alice  Bob i
N Ea = e o v Y s U Nt T T D) (CHh T
4 ANB; Alice Bob i

Generate
ﬁ / A

Compute
my T, m = myomnmy = ™o M g My
(R ) (VBB A6 SRS (N BB AT 2 L) Send(A->B,s., 5m) A B S1 S
1 Receive(A->B,si, ,Sm) B A S, ,Sm
/ Send(Alice->Bob, E(a,),E(-b,));
mymy W, T "y n, ny o Hy T Ba:
(R T A D) (R BL AR Er (1S (ELER I T4 (HRA) Generate: r // Bob r
3 Compute: [E(a,)]" E(-ra,)=E(ra, - ra,)
9 Compute: [E(-b,)]" E(rb,)=E(rb, - rb, ) ;
Send(Bob -> Alice, E(ra, - ra,),E(rb, - rb;));
As:
4 Compute: D(E(ra, - ra,)) ;
A Compute: D(E(rb, - rb,));
BT if( D(E(ra, - ra,))==0)
IEE {12
(sl | If(D(E(rD, - rby ) ==0)
to A/'B
BN g 10 AdBa
112 A{By
Tl 27 s B 50 else
{
Send(Alice->Bob, (0,0));
go to Bs;
4 SPIL I 5 Bs
4.2 }
Luo [23] SMC }
2 else//2
Alice Paillier {
(pk,sk) pk Compute: x - DEEWD, - b))
STPP_IL(AB): DR ) a- e
{ if(m, £ x< n)
A1 {
Compute: E(a, ),E(-b,); Send(Alice->Bob, (x,1));

/IAlice a -b go to Bs;



else

Send(Alice->Bob, (x,2));
go to Bs;
}
}
A4A B4Z
112
if(MillionaireProtocol ( m,,m, )==1)
I

fIm = m, 1

{
if(MillionaireProtocol ( m, ,n, )==1)
End;/  3(d)

else

{

if(MillionaireProtocol(n, ,n, )==1)
{
Send(Alice->Bab, m, );
Send(Bob-> Alice, n,);

Alice: y=ax+b (m < x< n,);

Bob: y=ax+b,(m < x< n,);
I 3(h)

}
else
{
Send(Alice->Bob, m,,n, );
Alice: y=a x+b (m < x< n));
Bob: y=ax+b,(m < x< n,);
/I 3(g)
}
}
}
else
{im < m,
if(MillionaireProtocol ( m,,n, )==1)
End;//  3(e)
else
{

if(MillionaireProtocol( n, ,n, )==1)

Send(Bob->Alice, m,,n,);

Alice: y=a x+b (m,< x< n,);

Bob: y=ax+b,(m,< x< n,);
I 3(3i)
}

else

{
Send(Alice->Bob, n, );

Send(Bob-> Alice, m,);
Alice: y=a x+b (m,< x< n));
Bob: y=ax+b,(m,< x< n,);
I 3(f)
}

}

}
End;

Bs:
Receive(Alice->Bob, (x,k; ) );
if(k, ==0Q)
End; //2
elseif(k, ==1)
{

if(m,< x< n,)

{
Send(Bob-> Alice, (x,1));
Compute: y=a,x+h,;
}
else
Send(Bob-> Alice, (0,2));
}
Ae:
Receive(Bob -> Alice, (x,k,));

if(k, ==2)
End; //2
elseif(k, ==1)
Compute: y=a, x+b, ;
End,;
}

1



f, (A,B,M,N)=(r,E(ra, - ra,),E(rb, - rb; ), (x,k,),

. 36- 34
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Ty=ax+b, " 2 S pk
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1 1 2 2 E (- _ r’E(rbZ -rb)
1 C0) =)
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y=a,x+h X 2 . : :
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_b,-b, _D(E(rb, - rb,)) _[E(-by)]I"E(rb,) . .
“a-a, D(E(a-Ta,) [E@)ECra,) S(B,N,pk, f, (A,B,M,N))=(B,N,pk,r,E (a,),E (-b,))
a -a,=0 b, -b,10 2 E(ra, - ra,),E(rb, - rb; )1(X,ki),(x1k2),(X,Y))
Alice f(A,B,M,N) = (x,y) , output® = (x,y),
D([E(a;)]"E(-ra,)) =0 .
o
DEC by)I"E(tb,)) " O A By Ag (BN, pk. 1, (AB,M.N))
B A Alice  Bob {view? (A,B,M,N),output® (A,B,M,N)}
5 6
(x,k) k=0 2 Alice
k=1 ,x 1 Alice 3)
Bob X 1 4
y k=2 2 2(r+1)
X 5 2 3
2 A/ B, Paillier O(2logn)
X 41 O(2logn)
O(2logn)i#, Paillier
(25 O(nlogN)
2)
2 O(rlogn)
2 Alice  Bob
4+3C, Ca
4.4
2
Alice Aly=ax+bh (m < x< n)
Bob B:y=a,x+b,(m,< x< n,)
output® = (x,y) Bob 3
-0 — - -
view,” (A,B,M,N) = (B,N, pk,r,E(a,),E(- 1, ),E(ra, - ra,), Paillier
E(rb, - rby)), (x.ky ), (x,kp), (%, Y)) (25 O(nlogN)
S Bob [22
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Bob

Ai|BiZ
Compute A, =g*,B; =g"

Gererately i zz,

Gererate: ¢jj zz,

Compute: K; =g"!

lIAlice j=1 Bob =2
Send(Alice->Bob, A,B: K11 );
Send(Bob->Alice, A;.B2 K2.C2);
A+ 1|Bisa:
Compute: s;=u;+c;a;;
Compute: t;=y;+c;b;;
Compute: H, =H (a);
Compute: H, =H() ;
lIAlice j=1 Bob =2

Send(Alice->Bob, s,,t,,H o, Hy, );
m(BOb -> AIiCe, S2.12, Haz’Hbz )'

Aol

if((9¥=K,A2)&&(H,,=H(a))
&&(g?==K,B?)&&(H,,* H(b)))

3
Ta
Te
Th
Ta
Ca
C.
4
[17, 22] [26]
[22, 26] [17]
4
O(rlogN) O(rlogN) 4+3C,
[17] o(n?) o(n?) 6
[22] AT, +4T, O(nlogN+n?) 4C, +4C,
[26] 44T, +3T4+ To) O(ClogN) 8+12C,
5
5
3@~ 3(0) 3~ 3()
[17]
[22]
[26]
4.5
Alice Bab
Alice Paillier
12 Alice D(E(ra, - ra,))=0

D(E(rb, - rb,))* 0 2

End;// Alice Bob
else
END;//Bob
Bi+a:
if(( 9% =Ky AM&&(H,, == H(a))

&&(g"=K,B{")&&(H,* H(b)))

End;//
else

Alice Bob

END;//Bob

2) 2
D(E(ra, - ra,))* 0
Bob

Ai| BiZ
if(m; < x<
{
Compute;
Generate:

/IAlice

Alice
2

n;)

y; =a;x+b

r. 1l

]

ji=1 Bob  j=2

Send(Alice->Bob,(x,1), 1, );
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Send(Bob->Alice,(x,1), r,); D(E(ra, - ra,)) =0 D(E(rb, - rb, )) =0
} 2 Bob
else Alice Bob 2 a;
{ ai ado bl b2
Send(Alice->Bob,(0,2),0); 2
Send(Bob->Alice, (0,2),0);
5
}
Ai+1|Bi+1: 5.1
Receive(Alice->Bab, (x,k, ), 1, ); 2 2
Receive(Bob -> Alice, (x,k,), 1, ) ; Alice P={p, PP,
//A“Ce J=2, |=1 Bob Q:{ql’qz’l_’qm}
//Bob j=Li=2 Alice  Bob PCQ =
If(k; ==2) Alice  Bob
{
t, =MillionaireProtocol (x, ) ; >
t, =MillionaireProtocol (x, m) ;
/!
if(t," t,>0) 5
End; // i
else BT HR
End;/ | summpmry |
} — :
elseif(k, ==1) SRR SR
{ I
Compute: y, =a;x+b, ; | maegusy | )
Compute: v, =H(r;y,); -
Send(Alice->Bob, v, ); '
Send(Bob -> Alice, v,);
} 5
Aol
Receive(Bob -> Alice, Y,); 5.2
if(YzzzH(l‘lyl)) 1 p
End//  Alice Bob 27
else 3
End; //Bob
Bi+3: pi P p|
Receive(Alice -> Bob, v, ); Q p, Pl<p
If(Yl == H(rzyz)) pi
End;/ Bob Alice t nt, tm
else 2 P, P
End: //Alice Q pl (PCQ)
3) 2 Alice P, nttm nt, tm
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2
p
7(d)
7(b)
P, 7(c)
7(d) O’'Rourke [28]
4
P={pp, b}
N Q={aq,,q,,L,q,} A=p.,p,
i uuuuw
4y B=q,q, 2
P 9.
= O'Rourke A B
. 1ar']'1-‘1"i‘5'|'_rlh ) ) 9
“ e 1) B A A
2) A B B
f
(C)yFia I'J'JT?:’{MJ 3) B A B
7
) 4) A B A
B A
A 5 5) A B A
B A
H(A) A
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1l

Py

(cy EFEANY 2

if(PIP(pi,Q)==1)
Send(Alice->Bob, pi);

Send(Bob->Bab, q;);

}
fori=1tom
{
if(PIP(q;,P )==1)
}
i=j=1,
A=pib
dof
STPP_IL(AB)
I

if(CPP_V (A,B)) >0) //

I
{
if(CPP_PL (qj+1,A)==-1)
o1 A
i=i+1;
else
=i+
}
else
{
if(CPP_PL (pi+1,B)==-1)
/! Pi+1 B
=i+
else

B=q,.,q,

i=i+1;

Ty
(I AEBIERTHT

(@ AMEERTBOTAMIL, AN 2 RPN (o) AR B, AN SR I

}
}while((i<n+1)& & (j<m+1))
5.4
5.2
1
5
O’ Rourke
O’ Rourke
2)
3(m+n)
Alice
Bob 2(m+n)
2(m+n) 2(m+n)
(m+n)
5.5

Alice P={(1,2),(2,1),(8,3),(4,5)} Bob
Q={(2,6),(6,1),(7,4),(5,7)} Alice Bob
PCQ 10
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